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 The District values the protection of private information of individuals in accordance with 
applicable law and regulations. The District is required to notify affected individuals when there has 
been or is reasonably believed to have been a compromise of the individual's private information in 
compliance with the Information Security Breach and Notification Act and Board policy. 
 
a) "Personal information" means any information concerning a person which, because of name, 

number, symbol, mark, or other identifier, can be used to identify that person. 
 
b) "Private information" means either:   

 
1. Personal information consisting of any information in combination with any one or more of 

the following data elements, when either the data element or the combination of personal 
information plus the data element is not encrypted or encrypted with an encryption key that 
has also been accessed or acquired: 

 
(a) Social security number; 
 
(b) Driver's license number or non-driver identification card number;  
 
(c) Account number, credit or debit card number, in combination with any required 

security code, access code, password, or other information which would permit access 
to an individual's financial account; 

 
(d) Account number, or credit or debit card number, if circumstances exist where the 

number could be used to access an individual's financial account without additional 
identifying information, security code, access code, or password; or 

 
(e) Biometric information, meaning data generated by electronic measurements of an 

individual's unique physical characteristics, such as fingerprint, voice print, retina or 
iris image, or other unique physical representation or digital representation which are 
used to authenticate or ascertain the individual's identity; 

 
2. A username or email address in combination with a password or security question and answer 

that would permit access to an online account. 
 
Private information does not include publicly available information that is lawfully made available 
to the general public from federal, state, or local government records. 
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c) "Breach of the security of the system" means unauthorized acquisition or acquisition without valid 

authorization of computerized data which compromises the security, confidentiality, or integrity 
of personal information maintained by the District. Good faith acquisition of personal information 
by an employee or agent of the District for the purposes of the District is not a breach of the 
security of the system, provided that private information is not used or subject to unauthorized 
disclosure. 
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� In determining whether information has been acquired, or is reasonably believed to have been 
acquired, by an unauthorized person or person without valid authorization, the District may consider the 
following factors, among others: 
 

a) Indications that the information is in the physical possession or control of an unauthorized 
person, such as a lost or stolen computer or other device containing information;  

 
b) Indications that the information has been downloaded or copied;  
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c) Telephone notification, provided that a log of each notifica


